Disassembly:

- 9.

Preparation of software:
1. Install the program STM32 ST-LINK Utility v4.1.0 setup.exe

2. At the first connection, run the program ST-LinkUpgrade.exe and update the firmware of the programmer
(You only need to perform it once, in the future it will not be necessary)
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Firmware Version:  V2.J17.54 JTAG+SWIM Debugger

Upgrade the firmware to v2.J17.54 Yes >35> ¢ 2




Preparing the device:
Connect the device according to the cheme:

®
ST-LINK V2

STM8 & STM32

You can connect the device without using soldering.
For example:
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Programming:
Run STM32 ST-LINK Utility program
U, STM32 ST-LINK Utility S-a—
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Memory display

Address: 0x08000000 + Size: 0x100000 Data Width: 8 bits

Device Memory | Binary File

Device
Device ID
Revision ID
Flash size

[tiveUpdate

Device Memory

|| | Disconnected | Device ID ¢ ———

ICI:n'e State : No Memory Loaded




Click "Connect to target" and immediately remove the tweezers (open the contacts):

File Edit View Target ST-LINK External Loader Help

Sl PEPs B

onnect to the target.

Device
g — ] T Device ID
Address: 00000 w Size: Data Width: 8bits o
! . Revision ID
Flash size

[ ILiveupdate

Device Memory Binary Fil
Device Memory

|C0re State : Mo Memory Loaded

f you see an error, close the contacts and repeat the procedure.

T

Can not connect to target!

Please select "Connect Under Reset” mode from Target-=Settings menu
and try again.

If you're trying to connect to a low frequency application , please select

a lower SWD Frequency mode from Target- = Settings menu,




If the connection is successful, you will see something like:

File Edit View Target ST-LINK External Loader

Help

Ed 22 7

1 |

Memory display Device STM32F2xx
Address: 0x08000000 + Size:  0x100000  DataWidth: Sbits v z::::;?m g::lzl.o
Flash size 1MBytes
| Device Memory @ 0x08000000 : | Binary File | [FLiveUpdate
Target memory, Address range: [0x08000000 0x08100000]

Address o |1 [2 [3 [a [5 |6 [7 [s8 |9 [a |6 |c [p |e [F |asc; -
0x08000000 00 97 01 20 51 EB3 00 08 7D E2 00 08 85 (E2 (00 08 .—.Qr..}s.. e
0x08000010 80 E2 00 08 95 E2 00 08 9D E2 00 08 00 00 00 00 Ks..B..KB......
008000020 00 00 00 00 00 00 00 00 00 00 00 00 AS E2 00 08 |............ rs.
0x08000030 AD E2 ‘00 08 00 _00 00 _00 B5 E2 00 08 BD _EZ 00 _08 = ST HE..SB.
0x08000040 BF 2 00 08 |C1 2 00 08 C3 2 00 08 C5 E2 (00 08 |ie..be..ls..Es.
0x08000050 7 2 00 08 C9 E2 00 08 CB E2 00 08 (CD E2 00 08 3e.fe..Nls..He
0x08000060 CF E2 (00 (08 DI |2 (00 08 D3 E2 (00 08 D5 E2 00 08 Ms..Cs..¥s..Xs
0x08000070 D7 E2 00 08 D9 2 00 08 DB E2 00 08 DD E2 00 08 |Ye..UWe..ble..3
0x08000080 DF |2 00 (08 |1 |E2 (00 08 E3 |2 (00 08 (E5 |E2 (00 08 |As..65..re..es.

»

. JI'\.AI‘-I\ EREY R STELN m\l
: ST-LINK Firmware version : V211754 (Need Update)

K

Connected via SWD.
Connection mode : Normal.
18:56:43 : Debug in Low Power mode enabled.
18:56:43 : Device ID:0x411

18:56:43 : Device flash Size : IMBytes
18:56:43 : Device family :STM32F2xx

18:56:43:
18:56:43 :

m

bebug in Low Power mode enabled. bevice ID:0x411

llicnre State : Live Update Disabled

Open the firmware file (File -> Open File ... CTRL+0O)

File Edit View Target ST-LINK External Loader

Help

Hd @23 @
Memory display Device STM32F2xx
Address: 0x08000000 + Size:  0x100000  DataWidth: Sbits Do Lol
Revision ID Rev 2.0
I il Flash size 1MBytes
Device Memory @ 0,(030000’, . | File : XDiag_boot_1.23.007_DBSCarIII-IV.bin ] I
[XDiag_boot_1.23.007_DBSCAMII-V.bin], File size: 1048576 Bytes | |
Address o |1 [2 [3 [a [5 |6 |7 [s8 |9 [a [8 |c [p [e [F |ascm -
0x00000000 88 8 01 20 |BL |EO (00 08 DD DF 00 08 |E5 DF 00 08 (&f. za..3ﬂ..eﬂl—'l
0x00000010 ED DF 00 (08 |F5 |DF (00 (08 |FD |DF |00 |08 |00 |00 (00 (00 |mA..xA..3f......
0x00000020 00 00 00 00 (00 |00 00 |00 00 (00 00 |00 05 B0 100 08 |............. a.
0x00000030 0D |EO 00 08 00 00 00 00 (15 EO 00 08 1D |EO 00 08 O a...a
0x00000040 1F .EO 00 08 21 'EO |00 '08 |23 E0 |00 (08 .25 4E0 |00 408 a..!la..®a..%a.
0x00000050 27 |E0 00 |08 29 |EO 00 |08 2B |EO 00 |08 2D |EO 00 |08 'a..)a..+a..-a
0x00000060 2F _‘EO 00 08 31 |EO 00 08 |33 |EO |00 08 35 |EO 00 (08 |fa..la..3a..5a
0x00000070 37 0O 00 08 39 EO 00 08 3B EO 00 08 30 EO 00 08 7a..9a..;a..=a.
0x00000080 3F EO 00 08 41 EO (00 08 43 EO 00 08 45 EO 00 08 ?a..Aa..Ca..Ea._
< | m | 3
: upgrade it fro F are update' me 2
18:56:43 : Connected via SWD.
18:56:43 : Connection mode : Normal.
18:56:43 : Debug in Low Power mode enabled. i
18:56:43 : Device ID:0x411
18:56:43 : Device flash Size : 1MBytes i
S N R G R =
18:57:52 : [XDiag_boot_1.23.007_DBSCarIII-IV.bin] opened successfully.
18:57:52 : [XDiag_boot_1.23,007_DBSCarlII-IV.bin] checksum : 0x0CA841AF —
|l
bebug in Low Power mode enabled. pevice ID:0x411 Core State : No Memory Grid Selected




Erase old firmware of the chip (Target -> Erase Chip)

arget | ST-LINK External Loader Help

Connect
Disconnect CTRL+D
STM32F 2xx
> Erase Chip CTRL+E Dx411
Erase Bankl ey 2.0
AMBytes
Device Memory @ ( Erase Bank2
[XDiag_boot_1.23.0 Erase Sectors...
Address o [ [F |asco -
Program... T = (Il
0x00000000 DF 00 08 €f. *a..3f..efl
Program & Verify.. ~ CTRL+P T I T S 0
0x00000010 00 100 00 |uA..xA..3f......
0x00000020 Blank Check ED. 0O [OB | |scccncannenes a.
0x00000030 Memory Checksum EO 00 08 - YR a...a
0x00000040 Compare device memory with [XDiag_boot_1.23.007_DBSCarlll-IV.bin] E0O 00 08 a..ta..#a..%a
0x00000050 Option Bytes... CTRL+B |E0 |00 |08 |'a..)a..+a..-a
0x00000060 (E0 00 08 |/a..la..3a..5a
0x00000070 MEl Lore B0 00 08 7a.9a..a.=a
0x00000080 Automatic Mode... |E0 |00 |08 |?a..Aa..Ca..Ea._
2
‘ : - Settings... '
Please upgrade 1t from 51-LIN TTrmiare LUpaate menu, e
18:56:43 : Connected via SWD.
18:56:43 : Connection mode : Normal.
18:56:43 : Debug in Low Power mode enabled.
18:56:43 : Device ID:0x411
18:56:43 : Device flash Size : 1MBytes
18:56:43 : Device family :STM32F 2xx
18:57:52 : [XDiag_boot_1.23.007_DBSCarlII-IV.bin] opened successfully.
18:57:52 : [XDiag_boot_1.23.007_DBSCarlIII-IV.bin] checksum : 0xOCA841AF

pebug in Low Power mode enabled. pevie ID:0x411 IIZc«re State : Mo Memory Grid Selecter

File Edit View Target ST-LINK External Loader

ad ¥EPL B

Memory display Device STM32F2xx
Device ID 0x411
RevisionID  Rev 2.0
Flash size 1MBytes

Help

| Address: 0x08000000 v Size: 0x100000 Data Width: 8bits

Device Memory @ 0x08000000 ; | File : XDiag_boot_1.23.007_DBSCarIII-IV.bin |
[XDiag_boot_1.23.007_DBSCarlIII-1V.bin], File size: 1048576 Bytes

Address o |1 [2 [3 |a [5 |6 [7 [s8 |9 |a |8 |c [p [e [F |asc; -
0x00000000 88 8 (00 20 B B0 0 08 DD DF 00 08 5 DF (00 (08 |€f. ta..3A.eAl
0x00000010 ED DF 00 08 F5 DF 00 08 FD DF 00 08 00 00 00 00 wA.xA.>f....
0x00000020 0 0 ©0 00 00 " e lan lan lan e 05 B 00 (0B ............. a..
0x00000030 oD TEO [ 00 [ 08 [ 00 Full chip er.ase in progress. '1D 'EO | 00 [ 08 | A o,
0000000 |1F @ 0 o8 a1 oot 5 0 00 (08 |.a..la..#a..%a.
0x00000050 7 B 0 08 2 [ /|20 [0 00 08 |'a..)a..+a..-a
0x00000060 26 E0 0 08 31 ED 00 08 33 E0 00 08 35 E 00 08 /a.la..3a..5a.
0x00000070 37 B0 00 08 39 B0 00 08 38 E0 00 08 30 E0 00 08 72..92.;a.=a
0x00000080 3F B0 00 08 41 EO 00 03 43 EO 00 08 45 E 00 08 ?a..Aa..Ca..Ea._
= SES SReleRs BRSS melmm =2 :

Please upgrade it from S
18:56:43 : Connected via SWD.
18:56:43 : Connection mode : Normal.
18:56:43 : Debug in Low Power mode enabled.
18:56:43 : Device ID:0x411
18:56:43 : Device flash Size : IMBytes
18:56:43 : Device family :STM32F2xx
18:57:52 : [XDiag_boot_1.23.007_DBSCarlII-IV.bin] opened successfully.
18:57:52 : [XDiag_boot_1.23.007_DBSCarlII-IV.bin] checksum : 0x0CA841AF

irmware update' menu

bebug in Low Power mode enabled. bevice ID:0x411 Core State | No Memory Grid Selected




File Edit View Target ST-LINK External Loader Help

2l $E9U B

Memory display Device STM32F 2xx
Device ID 0x411
Revision ID Rev 2.0
Flash size 1MBytes

Address: 0x08000000 + Size: 0x100000 Data Width: 8bits

’ Device Memory @ 0x08000000 : |File : XDiag_boot_1.23.007_DBSCarIlI-1V.bin | [ LiveUpdate
Target memory, Address range: [0x08000000 0x08100000]

Address Cl e
008000000 (FF_|FF'FF |FF FF FF FF |FF FF FF FF FF FF FF |FF | af§asasasasassasass
0x08000010 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  alaassnssanas
| 008000020 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF alasasasassns
0x08000030 \FF_|FFFF|FFFF FF FF FF FF [FF FF FF | FF FF |FF |afasaasaasass
0x08000040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  alananasnsnas
0x08000050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  alaasasanssas
0x08000060 FFFF FF FF FF FF FF FF FF FF FF FF FF FF FF alasasasnasns
0x08000070 FF |FF FF |FFFF FFFF FF FF FF | [FF [FF | FF FF |FF |aflasaasaassass
| 0x08000080 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  alanassssssss_
< )

18:56:43 : Connected via SWD.
18:56:43 : Connection mode : Normal.
18:56:43 : Debug in Low Power mode enabled.
18:56:43 : Device ID:0x411
18:56:43 : Device flash Size : IMBytes
18:56:43 : Device family :STM32F2xx
18:57:52 : [XDiag_boot_1.23.007_DBSCarlII-IV.bin] opened successfully.
or St BSCarlIII-IV.bin] checksum : OxOCA841AF
18:59:54 : Flash memory erased.

m

bebug in Low Power mode enabled. bevioe ID:0x411 I‘:‘:" & State ; Live Update Disabled

Program the chip (Program & Verify ... CTRL + P):
I The firmware file we selected earlier!

File Edit View |Target| ST-LINK External Loader Help

E E w Connect

Memory: gy Disconnect CTRL+D p—
Address:  0x08d Erase Chip CTRL+E ix41210
Erase Bankl By
AMBytes

Device Memory @ ( Erase Bank2 [ Liveupdate

Target memory, Add Erase Sectors...

Address D [e [F |asax -
Program...
0x080

(I
Program & Verify...  CTRL+P

FF FF FF aaaasasssaaaas

0x08 _FF YFF _FF AAAAAAAAAAAAA
0x08000020 Blank Check FF 'FF ‘FF AAAAAAAAAAAAR
0x08000030 Memory Checksum FF FF . FF aaasssasasaasaas
0x08000040 Compare device memory with [XDiag_boot_1.23.007_DBSCarlll-IV.bin] FF FF FF assssaaasaafasss
0x08000050 Option Bytes... CTRL+B (FFFF |[FF asassssasasas
0x08000060 FF'FF FF  asasssssasaaas
0x08000070 M o FFFF FF  aaaaaaaaaasas
0x08000080 Automatic Mode... FFFF|FF  asaasasssasass _
2
4" |— Settings... s

18:56:43 : Connected via SWD.

18:56:43 : Connection mode : Normal.

18:56:43 : Debug in Low Power mode enabled.

18:56:43 : Device ID:0x411

18:56:43 : Device flash Size : 1IMBytes

18:56:43 : Device family :STM32F 2xx

18:57:52 : [XDiag_boot_1.23.007_DBSCarlIII-IV.bin] opened successfully.
18:57:52 : [XDiag_boot_1.23.007_DBSCarlIII-IV.bin] checksum : 0xOCA841AF
18:59:54 : Flash memory erased.

bebug in Low Power mode enabled. pevice ID:0x411 I-chre State : Live Update Disabled




Check the form data (it should be like in the photo) and click "Start":
4, STM32 ST-LINK Ut

File Edit View Target ST-LINK External Loader Help

Hd @& 3 @

Memory display Device STM32F2xx
Device ID 0x411
Revision ID Rev 2.0

s Flash size 1MBytes

Address: 0x08000000 v Size: 0x100000 Data Width: 8bits

Device Memory goxosooogﬁ = ——— T = 2 '
[xuag_boot_1.23.oo7_nssc]1 =y : /- DBSCari-IV bin ] LJ
Address [0 || Gadtess oMOSOOOODD Lle_Jascn e
. 88 1| Fiepah  C'NDisg boot 123007 DBSCailAV.bi Qe E L sackied
ile pal :\XDiag_boot_1.23.007_| arlll-IV. bin = :
0x00000010 ED || 5 | 00 |wA..xA..38......
| Extra options |
2 oy I Skip Flash Erase Skip Flash Protection verification L || PO 2
0x00000030 oo i 087 |sae a...a
Verification == =z =
ik l @ Verify while programming () Verify after programming '08 gk ‘a..#a..%a =
000000050 7 Wi 08 'a..)a..+a..-a..
0x00000060 oF ' Click "Start" to program target. ‘08 _/a..1a..3a..Sa.
l “ ,I' 08 7a..9a..;a..=a.
! After programming 08 7a..Aa..Ca..Ea._
i Reset after programming Full Flash memory Checksum 4

10, J0 T+ SUIHIHICUUDLT TS

18:56:43 : Debug in Low Pow{}|
18:56:43 : Device ID:0x411 Start Cancel
18:56:43 : Device flash Size 1|

18:56:43 : Device family :
18:57:52 : [XDiag_boot_1.23.007_DBSCarlII-IV.bin] opened successfully.
18:57:52 : [XDiag_boot_1.23.007_DBSCarlII-1V.bin] checksum : 0xOCA841AF
18:59:54 : Flash memory erased.

19:02:32 : [XDiag_boot_1.23.007_DBSCarlII-IV.bin] opened successfully.
19:02:32 : [XDiag_boot_1.23.007_DBSCarlIII-IV.bin] checksum : OxOCA841AF

pebuginLow Power mode enabled.
¥, STM32 ST-LINK Utiity
File Edit View Target ST-LINK External Loader Help

PDevice ID:0x411

| Core State ;

o Memory Grid Se

Y B

Memory display Device STM32F2xx

Address: 0x08000000 <+ Size:  0x100000  DataWidth: 8bits Demee™ || Bt

Revision ID Rev 2.0
Flash size 1MBytes

Device Memory @ 0x0800 [ XDiag
iag_boot_1.23.007_DBSQ{l
) -
Addifss o Start address EDKDBUUUDDD ‘ F I ASCI E
0x00000000 88 - mm—— 08 |€f. xa..2A..efl
File path C:\XDiag_boot_1.23.007_DBSCarlll-IV.bin | Browse '\ 1
0x00000010 ED — 00 |HA..xA..3f......
Extra options I
) Ll [7] Skip Flash Erase [] Skip Flash Protection verification i T 2
0x00000030 0D 08 SRR a...a.
Verification | |
|
0:)0000040 1F (@ Verify while programming Verify after programming ‘08 S8 A *a..%a
0x00000050 27 08 |'a..)a..+a..-a.
0x00000060 F Flash memory programming and verification... ‘ 08 7 / a. '71 i 37a 5 a.
oovooro (7 || LI e 72000 m0.
0x00000080 3F After programming ‘08 4?a..Aa..Ca..Ea.,
< N0 Reset after programming Full Flash memory Checksum L
A0 JULTI o LUHIHITUUUL T IO
18:56:43 : Debug in Low Po -
18:56:43 : Device ID:0x411 | stat [ Cancel ]
18:56:43 : Device flash Size
18:56:43 : Device family : .
18:57:52 : [XDiag_boot_1.23.007_DBSCarlII-IV.bin] opened successfully.
18:57:52 : [XDiag_boot_1.23.007_DBSCarIII-IV.bin] checksum : 0xOCAB41AF
18:59:54 : Flash memory erased.
19:02:32 : [XDiag_boot_1.23.007_DBSCarlIII-IV.bin] opened successfully.
18:02:32 : [XDiag_boot_1.23.007_DBSCarlIII-1V.bin] checksum : 0xOCA841AF

pebug in Low Power mode enabled. pevi& ID:0x411 II.Zn:nrr:- State ; No Memory Grid Selected




After completing the programming, you should hear the sound of the device meaning that
everything went well:

File Edit View Target ST-LINK External Loader Help

od $EPL B

Memory display Device STM32F2xx
Device ID 0x411
Revision ID Rev 2.0
Flash size 1MBytes

Address: 0x08000000 w Size: 0x100000 Data Width: 8bits

| Device Memory @ 0x08000000 : | File : XDiag_boot_1.23.007_DBSCarlII-IV.bin | LiveUpdate
TTarget memory, Address range: [0x08000000 0x08100000]

Address o |1 [2 3 Ja [s |6 [7 |8 [o |a |8 [c |o [e [|F |asch -
0x08000000 38 483 01 |20 |B1 |EO 00 08 DD |DF |00 |08 |E5 |DF 00 (08 |€f. xa..3. eﬂl—'
0x08000010 ED 4DF |00 |08 |F5 .DF 00 08 FD 'DF |00 .08 400 .00 00 |00 0 BOT 4 SE0- ¥ FORey
0x08000020 00 100 .00 100 400 |00 00 00 00 '00 .00 100 405 .EO 00 408 ............. a
0x08000030 0D |E0 ‘00 08 00 .00 00 |00 15 |EO ‘00 08 1D .EO 00 '08 el ey a...a..
0x08000040 1F 'EO |00 08 421 'EO 100 ,08 |23 .EO 00 08 '25 .EO 100 ,08 |.a..la..#a.. %a.
0x08000050 27 'EO 00 08 |29 |EO 00 08 (2B 'EO |00 08 'ZD .EO {00 |08 |['a..)a..+a..-a
0x08000060 2F 'EO |00 08 '31 'EO 00 |08 33 'EO 00 08 '35 |E0 00 08 /a..la..3a..5a
0x08000070 37 |E0 ‘00 08 |39 ‘ EO 00 |08 3B |EO .00 08 3D . E0 00 08 (7a..9a..; =a
0x08000080 3F |EO 00 |08 41 |EO 00 08 43 EO |00 08 45 |EO 00 |08 |?a..Aa..Ca..Ea._
< m ] 3
[10. JU. 70 + DTVILE 110511 OIZC + LMDy es
18:56:43 : Device family :5TM32F2xx 3
18:57:52 : [XDiag_boot_1.23.007_DBSCarlII-IV.bin] opened successfully.

18:57:52 : [XDiag_boot_1.23.007_DBSCarlII-IV.bin] checksum : 0xOCA841AF
18:59:54 : Flash memory erased.
18:02:32 ; [XDiag_boot_1.23.007_DBSCarlII-IV.bin] opened successfully.

dib IVl i i : OxOCA841AF

: Memory programmed in 30s and 763ms.
19:03:56 : Verification...OK
19:03:56 : Programmed memory Checksum: 0x0CAB41AF

m

]
bebug in Low Power mode enabled. bevice ID:0x411 ll}:urr:- State ! Live Update Disabled




